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[Tpunoxxenne Ne2

K npukazy Ne21A ot 21.01.2021r.

«O0 yrBepxaeHuu [lonuTuky B OTHOIIEHUU
O06paboTKM MEPCOHATBHBIX JIaHHBIX,

[Tonosxennii [lonuTHKH, HHCTPYKIUH, )KYPHAIIOB,
IIPaBWII U IPYTUX JOKYMEHTOB

B OTHOIIEHUH 00pabOTKU NEPCOHAIBHBIX JAHHBIX B
I'bY «"oponenxuit [IHW» u ero ¢punmanax.»

IHonoxenne
00 00padoTKe MePCOHANTBHBIX JAHHBIX

1. O01ue mMoI0KeHUs

[Tonoxxenne 00 oOpaboTke mepcoHANBHBIX MaHHBIX (mHanee — IlomokeHue)

onpeaAcCsICT YCJIOBUA U ITOPAOOK 06pa6OTKI/I INCPCOHAJIBHBIX OTAHHBIX, KOTOPYIO

ocymectBigeT ['BY "T'oponenxuit [THN" (nanee — Omnepatop).

ITonoxxenue pa3pa60TaH0 BO MCHOJHEHHUE [IOoJMTHKU B OTHOIIICHUH O6pa6OTKI/I

NEPCOHANIBHBIX AaHHBIX (nanee — [lonuTrka) u B cooTBeTcTBUU ¢ M. 2 4. 1 cT1. 18.1

®enepanbHoro 3akoHa ot 27 uroiisg 2006 1. Ne 152-03 «O nepcoHanbHBIX JaHHBIX»

(manee — @3 «O nepcoHaNBHBIX JAHHBIX»), & TAKKE CICAYIOIIUMUA HOPMATHBHBIMHU

ITPaBOBBIMU aAKTaAMH:

yacTh Bropas ['paxxnanckoro Kogekca Poccuiickoit @enepaiuu ot 26 sHBaps
1996 r. Ne 14-®3 (nanee — vacth BTopas ['K PD);

Tpynosoii Konekc Poccuiickoit @eneparuu ot 30 nexadps 2001 1. Ne 197-
@3 (nanee — TK PD);

yacth nepsasi HanoroBoro Konekca Poccuiickoit ®@enepanuu ot 31 urond
1998 r. Ne 146-®3 (nanee — uvacts nepasi HK PD);

®enepanbblii 3akoH «O OyxranrepckoMm yuére» oT 6 aexadps 2011 r. Ne
402-D3 (manee — D3 «O OyxraiTepckoM yuérey);

noctaHoBienue IlpaButensctBa Poccuiickoit denepanuu oT 15 ceHTAOps
2008 1. Ne687 «O6 yrBepxkacHun [lonoxxeHuss 00 0COOEHHOCTIX 00pabOTKH
MEePCOHAIBHBIX JIaHHBIX, OCYIIECTBIsIEMOM 0€3 HCHOJIb30BAHUSI CPEJICTB
aBTOMAaTHU3ALUNY;

noctanoBnenue llpaButensctBa Poccuiickoit ®enepannu ot 1 HOs6ps 2012
r. Nel119 «O0 yTBepxkAeHUU TPeOOBAaHUHN K 3alUTE MEPCOHAIBHBIX JTAHHBIX
pu ux o0paboTKe B UHPOPMAIMOHHBIX CUCTEMAX NMEPCOHATBHBIX TAHHBIX).

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIA MHU" 1 He MOXeT 6bITb YaCTUUHO UAM MOTHOCTBIO BOCMIPOU3Be/eH,

TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.
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2. Opranuzanus 00padoTKHU NMEPCOHAIbHBIX JAHHBIX

B nensix oOecrieyeHus: BBINOJHEHUs1 00s13aHHOCTEH, npenycMoTpeHHbIXx D3 «O

MNEPCOHAJIbHBIX HAHHBIX» W TNPUHATBIMU B COOTBCTCTBUU C HHUM HOPMATUBHBIMU

IMPpaBOBbBIMU dKTaMH, OHepaTOPOM HA3HA4YaeTCsl OTBETCTBCHHBLIM 3a OopraHmn3anuro

00pabOoTKU MEePCOHANTBHBIX JaHHBIX (fHanee — OTBETCTBEHHBIH).

OTBeTCTBEHHBIN 00s3aH:

obecrnieunBaTh yTBEpXKJEHUE, IPUBEICHUE B JICUCTBUE, a TAKKe OOHOBJIICHUE
B ciiydae HeoOxoaumoctH [lonutuku, [TonoxeHuss 1 MHBIX JIOKATbHBIX aKTOB
10 BOTIPOCcaM 00pabOTKHU MEePCOHATBHBIX IAaHHBIX;

obecnieunTh HEOTpaHWYEHHBIH jJocTyn K [lomuTuke, KOmMUsS KOTOPOM
pasMelaercs no ajapecy Haxoxaenus Oneparopa;

IPOBOAUTH OLIEHKY 3((PEKTUBHOCTH MPUHUMAEMBIX MEp MO 00eCIeueHuo
0e30MacHOCTH  TEPCOHAIBHBIX JAaHHBIX JO BBOJIAa B JKCIUTyaTallUIo
uH(pOopMaIMOHHON cucteMbl Oneparopa;

€XKEeroAHO TPOBOAUTH OIEHKY Bpena, KOTOPBIM MOXKET OBITh MPUYMHEH
CyOBeKTaM TIEPCOHAJBHBIX JAaHHBIX B ciayyae Hapymenus D3 «O
NEPCOHATBHBIX JaHHBIXY;

€XKEroAHO OCYIIECTBISATh BHYTPEHHUW KOHTPOJIb 32 COOJIIOJICHHEM
OnepatropoMm U ero pabOTHUKAMH 3aKOHOAATEIbCTBA O MEPCOHATBHBIX
naHHbix, [lonmutuku, [lonoxeHnss U MHBIX JOKAIBHBIX AaKTOB IO BOIPOCAM
00pabOTKH TEPCOHATBHBIX JIaHHBIX, B TOM YHWCJIEe TPeOOBaHWUU K 3aIIUTe
NEPCOHANBHBIX JAHHBIX (Z1asiee — HopMaTUBHBIE aKThl);

JOBOJIUTH J0 PabOTHUKOB TOJ POCIHCH MONOXKEHUST HOpMaTHBHBIX aKTOB
Opv  3aKIIOYEHWH TPYAOBOTO JOTOBOpa, a TakXKe IO COOCTBEHHOM
UHUIUATUBE;

OCYIICCTBIISITh ~ JOMYCK  pPa0OTHUKOB K  TMEPCOHANBHBIM  JTaHHBIM,
oOpabaTpiBaeMbIM B MH(MOpMaIMOHHOU cucteme Omeparopa, a TakkKe K UX
MaTEpPHAbHBIM ~ HOCHUTENSIM  TOJIBKO  JIJIi  BBIMIOJHEHUS  TPYIOBBIX
00513aHHOCTEM;

OpraHU30BBIBATH M KOHTPOJHUPOBATH NPUEM U 00pabOTKy oOpamieHuid u
3alpoOCOB CYObEKTOB MEPCOHANIBHBIX TAHHBIX, 00ECIIEUUBATh OCYIIECCTBICHHUE
WX TIPaB;

oOecrnieunBaTh B3aUMOJICHCTBUE C YMOJHOMOYEHHBIM OPTraHOM IO 3alllUTe
MpaB CyObEKTOB MEPCOHANBHBIX AAaHHBIX (nanee — PockoMHaa30p).

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELLKUIA MHU" 1 He MOXeT 6bITb YaCTUUHO UAM MOTHOCTBIO BOCMIPOU3Be/EH,

TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.
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3. ObecneuyeHue 0e30MACHOCTH MEPCOHATBHBIX TaHHBIX

PaGoTHMKHM, TOMy4YMBIIME JOCTYN K TIEPCOHAIBHBIM JaHHBIM, OO0S3aHbl HE
packpeiBaTh TPETbUM JHIIAM W HE PacHpoCTpaHsATh UX 0e3 coriiacus cyObeKkTa
NEePCOHAIBHBIX JaHHBIX, €CJIM UHOE HE MPETyCMOTPEHO (perepaibHbIM 3aKOHOM.

B nmensx 3amuThl NMEpPCOHANBHBIX JaHHBIX OT HEMPaBOMEPHBIX AeHCTBUHU (B
YaCTHOCTH, HETIPABOMEPHOT'O WJIM CIyYalHOr0 JOCTYIA, YHUUTOXKEHUS, U3MEHEHUS,
0JIOKHUpOBaHUs, KOMMPOBAHUS, NPEIOCTaBICHUs, pacnpocTpaHeHus) OmnepaTopom
NPUMEHSAETCS KOMIUJIEKC IPAaBOBBIX, OPraHU3alMOHHBIX M TEXHUYECKUX MeEp IO
oOecrieuyeHuI0 0€30MacHOCTH TMEePCOHANBHBIX JIaHHBIX, COCTABISIOIIMA CHUCTEMY
3aIMTHI IEPCOHAIBHBIX TaHHBIX.

[Ipumenenue komriuiekca Mep Mo obecreyeHuIo 0e30MacCHOCTH MEePCOHATBHBIX
JAHHBIX O0ECIEeYMBAET YCTAHOBJICHHBIH YpOBEHb 3alIMIIEHHOCTH MEPCOHAIBHBIX
JaHHBIX TpHU UX 00paboTke B MHPOpMaIMOHHOM cucteme  Omeparopa.

B nensix obecrieuenus: BBIMOMHEHUST 00g3aHHOCTEH, mpeaycMoTpeHHbIXx D3 «O
NEPCOHAIBHBIX JAHHBIX» W MPUHATHIMH B COOTBETCTBUU C HHUM HOPMAaTHBHBIMHU
npaBoBbIMH akTamu, OnepaTopoM Ha3HA4YaeTCsd OTBETCTBEHHBIN 3a olecreueHue
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX B UHPOPMAIIMOHHON CUCTEME.

OTBETCTBEHHBI 3a oOecrieueHue O€30MacHOCTH TIEPCOHANBHBIX JIaHHBIX B
nH()OPMAIIMOHHON CHCTEMeE 00sI3aH:

® ©XEroJHO BBHINIONHATH OIpPEACIICHHE Yrpo3 Oe30MacHOCTH MEPCOHATBHBIX
JAHHBIX TIpH X 00paboTke B mHGOpMaIMOHHOM cucteme Oneparopa;

e o0ecrmeunBaTh pEATU3ANNIO0 OPTaHU3AIMOHHBIX U TEXHUYECKHX MeEp 110
oOecrieueHnIo0 6€30MaCcHOCTH MEePCOHANBHBIX JAaHHBIX W MIPUMEHEHUE CPE/ICTB
3amuThl UHGQOPMAIMU, HEOOXOMMMBIX ISl JOCTHXKEHHS YCTaHOBICHHOTO
YPOBHSI 3alllMIIEHHOCTH TIEPCOHATBHBIX JAHHBIX TIpu 00paboTke B
nHpopMaronHou cucteme OmnepaTopa;

® YyCTaHaBIMBAaTh  MpaBWJIa  JOCTyma K  MEPCOHAIbHBIM  JaHHBIM,
oOpabatbiBaeMbiM B HH(OpManoHHoi cucreme Omeparopa, a TakxKe
o0ecrnieunBaTh PETUCTPAIUIO U YUET BCEX JEUCTBUMN C HUMU;

® OpraHu30BbIBaTh OOHapyXkeHHE (PAKTOB HECAHKIMOHUPOBAHHOI'O JOCTYyMa K
MEPCOHAIBHBIM JaHHBIM W NPUHSATHE MEp MO0 pPEarupoBaHUIO, BKIOYAs

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELLKUIA MHU" 1 He MOXeT 6bITb YaCTUUHO UAM MOTHOCTBIO BOCMIPOU3Be/EH,
TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.
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BOCCTAHOBJICHHE TEPCOHAIBHBIX  JTaHHBIX, MOJAU(GUIIMPOBAHHBIX WM
YHUYTOKCHHBIX BCJICJACTBUEC HECAHKIIMOHUPOBAHHOTO JTOCTYIIA K HHM;
® ©XKEroJHO OCYIIECCTBIATh BHYTPEHHUH KOHTPOJIL 3a oOOecreYyeHueM
YCTAaHOBJICHHOTO YPOBHSI 3alIUIIEHHOCTH TEPCOHAIBHBIX JIaHHBIX TpHU
o0paboTke B nHGOpMaImoHHo cucteme OnepaTopa.
4. OcymecTBJIeHHE MPaB CYy0ObEKTOB MEPCOHAIbHBIX TAHHBIX

[Tpu oOparmieHnn CyOBEeKTa NEPCOHATBHBIX JAHHBIX WM TPHU TOJTYYCHUH €ro
3anpoca (manee — OOparmienue) OTBETCTBEHHBI 00ECIIEUMBAECT MPEIOCTABICHUE
CYOBEKTY MEPCOHAIBHBIX JAHHBIX HHPOPMAIMK O HAJIMYUHA OTHOCSAIIUXCS K HEMY
NEPCOHATBHBIX JAHHBIX, a TaK)Ke BO3MOKHOCTH O3HAKOMJICHUS C OTHUMHU
NepPCOHAIBHBIMM JIAHHBIMU B TeueHue 30 mHEH ¢ maTtel OOpanieHus.

[Ipy HanM4MKM 3aKOHHBIX OCHOBAaHMH /IS OTKa3a B MPEIOCTABICHHH CYyOBEKTY
NEePCOHANBHBIX JAaHHBIX HMHGOPMAIIMK O HAJIWYUKW OTHOCSAIIMXCS K HEMY
NEePCOHANBHBIX JIAHHBIX, a TaKXE BO3MOXHOCTH O3HAKOMJICHUS C DJTHMHU
NEePCOHANBHBIMHU JaHHBIMU OTBETCTBEHHBIN 00ECIIEUMBAET HAIPaBICHUE CYOBEKTY
NEPCOHANBHBIX JIAHHBIX MOTHBHPOBAHHOTO OTBETa B IHChbMEHHOH (opme,
coepKallero CChUIKy Ha mojoxkeHue 4. 8 cT. 14 @3 «O nepcoHaNbHBIX TaHHBIX)
WM MHOTO (helepalibHOTO 3aKOHA, SBIISIONIECECS OCHOBaHUEM JIJIsl TAKOT'O OTKa3a, B
teuenue 30 nHew ¢ gatel OOpareHus.

[Ipu npenocraBieHUr CyOBEKTOM TIEPCOHAIBHBIX JAHHBIX  CBEACHUH,
MOATBEPXKAAIONINX, YTO €ro TMepCOHaNbHBbIE JaHHble, oOpabaThIBacMbIe
OnepaTtopoM, SBISIIOTCS.  HEMOJHBIMM, HETOYHBIMH WJIM  HEAKTyaJlbHbIMHU,
OTBeTCTBEHHBI  OOECIEYMBAET BHECEHHUE  HEOOXOAMMBIX  HM3MEHEHHH B
MIepPCOHAILHBIC TaHHBIE B TeUeHHE 7 paboumnx gHel ¢ natel OOpaieHus.

IIpu npemgocTaBieHMHM CYOBEKTOM TMEPCOHANBHBIX  JAHHBIX  CBEJCHHM,
MOJATBEP)KIAIONINX, YTO €ro IEepPCOHANbHBIE  JaHHbIE, 0OpabaThIBaEMbIC
OnepatopoM, SBISIOTCA  HE3aKOHHO  TMOJIYYEHHBIMH WM  HE  SIBJISIOTCS
HEOOXOIUMBIMH JIJIS 3asBICHHOM 1ieiau 00padoTku, OTBETCTBEHHBIN 0OecIIeUMBaCT
YHUUTOXKCHHE TaKWX TMEPCOHANBHBIX JaHHBIC B TeUeHHE 7 pabouyuXx JHEW C JaThl
OGpaieHwusl.

OTBeTCTBEHHBIN 00€CeUnBaET YBEAOMIICHUE CYOBEKTa MEPCOHATBHBIX JAHHBIX
O BHECEHHBIX B €r0 NEPCOHAIIbHBIE JJAHHBIE U3MEHCHUSAX U MPEANPUHITHIX MEpax, a

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELLKUIA MHU" 1 He MOXeT 6bITb YaCTUUHO UAM MOTHOCTBIO BOCMIPOU3Be/EH,
TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.
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TAaK)K€ IMPUHUMAET pa3yMHbIE MEpBHl I YBEAOMIIEHUS TPETbUX JHUL, KOTOPBIM
MEepPCOHANIbHbIE JaHHbIE 3TOro cyObeKkTa ObuIM mepenaHbl. B ciiydae oT3bIBa
CyOBEKTOM NEPCOHAJIBHBIX JAHHBIX COrJIacUsi Ha MX 0OpabOTKy OHA MOXET ObITh
POJO0JKEHA MTPY HAJTMYUU OCHOBAHMM, yKa3aHHbIX B M. 2—11 4. 1 c¢1. 6, 4. 2 cT1. 10
n4.2cr. 11 @3 «O nepcoHANbHBIX JaHHBIX).

5. B3aumopeiictBue ¢ PockomHaazopom

ITo 3ampocy PockomHan3opa OTBETCTBEHHBI OPraHU3yeT MPEIOCTABICHUE
JIOKAJbHBIX aKTOB B OTHOIIEHUU 00pa0OTKHU MEPCOHAIBHBIX JAHHBIX U JOKYMEHTOB,
NOJITBEPKAAIONINX TPUHATHE MEp MO BBIMOJHEHUIO TpeboBanuit D3 «O
NEPCOHAIBHBIX JAHHBIX», B TeueHHe 30 qHEN ¢ JaThl MOJy4YEeHHS 3aIpoca.

[lo TtpeboBanuto PockomHanzopa OTBETCTBEHHBIM OpraHu3yeT YTOYHEHUE,
OJIOKUpPOBaHUE WIM YHUUTOKEHUE HEIOCTOBEPHBIX, HIIUA MOJYYSHHBIX HE3aKOHHBIM
yTeM MEePCOHAIbHBIX TaHHBIX B TeueHue 30 qHel ¢ AaThl oydyeHus TpeOOBaHMS.

B cayuasx, mpeaycMoTpeHHBIX CT. 22 @3 «O mnepcoHalbHBIX JaHHBIXY,
OTBeTcTBEHHBIN HampaBisieT B PoCkOMHam30p yBenOMJIEHHE O HaMEpEeHUU
OCYIIECTBIIATL 00pabOTKYy NEpPCOHANBHBIX JaHHBIX. B ciaydae HEOOXOIMMOCTH
OTtBeTcTBeHHBIN HampasisieT B PockoMHan30p obparmieHus mo BonpocaM 00paboTKu
NEPCOHAIBHBIX JaHHBIX, OCYIIECTBIsIeMoi OnepaTopom.

6. OTBeTCTBEHHOCTH 32 HAPYIIeHNeE MOPSAKa 00padoTKN U oOecneyeHust
0€30MaCHOCTH NMEePCOHAIBbHBIX TaHHBIX

B cnyuyae HapymieHuss paGOTHHKOM TIIOJIOKEHUN 3aKOHOJATENBCTBA B OOJACTH
MEPCOHANBHBIX JTAHHBIX OH MOXET OBITh TNPUBICUEH K TUCHUIUIMHAPHOH,
MATEPUAIBHOW, TPAXJAHCKO-TIPABOBOW,  AJMUHHCTPAaTUBHOM W  YrOJIOBHOM
OTBETCTBEHHOCTH B moOpsjake, yctaHOBIeHHOM TK P® u wHbBIMEH (eneparibHBIMU
3aKOHAMH, B COOTBETCTBUU C 4. | cT. 24 @3 «O nepcoHaIbHBIX AaHHBIX» U CT. 90
TKPO.

B cnyuae pasrmamenuss paOOTHHUKOM TI€PCOHANIBHBIX JaHHBIX, CTaBIIMX €MY
W3BECTHBIMU B CBSI3M C HCIOJHEHHUEM €ro TPYAOBBIX OO0S3aHHOCTEH, TPYIOBOU

JIOTOBOP C HUM MOKET OBbITh pacCTOPrHYT B COOTBETCTBUU C M. «B» 1. 6 cT. 81 TK
P®.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELLKUIA MHU" 1 He MOXeT 6bITb YaCTUUHO UAM MOTHOCTBIO BOCMIPOU3Be/EH,
TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.



